Submission ID:
Date Filed:

Were you the one affected in
this incident?

Your Contact Information

Your IC3 Complaint

8317201f882c4229b58e9621e59f446e

4/27/2026 1:58:03 PM EST

Yes

Name:
Business Name:
Phone Number:

Email Address:

Complainant Information

Robert Norman
Muscle-Fit Dynamic LLC
3025906059

llc@musclefitdynamic.com

Name:

Address:

City:

County:
Country:

State:

Zip Code/Route:
Phone Number:

Email Address:

Robert Norman

8 The Green #16147
Dover

DELAWARE

United States of America
Delaware

19901

3025906059

llc@musclefitdynamic.com



Business Information

Is this on behalf of a business Yes
that was targeted by a Cyber

incident?
Business Name: Muscle-Fit Dynamic LLC
Is the incident currently No

impacting business operations?

Business IT POC: same

Financial Transaction(s)

Did you send or lose money in No
the incident?

Description of Incident

Provide a description of the incident and how you (or those you are
filling this out on behalf of) were victimized. Provide information
not captured elsewhere in this complaint form:

Phishing email impersonating USPTO.

Date received: April 27, 2026

Recipient: llc@musclefitdynamic.com

Subject: Notice of Required Verification - USPTO Trademark
Application

Display name: Uspto.gov

Actual sender: no-reply@teasuspto.org

Reply-To: teas@lawoffice105gov.us

Summary:
Unsolicited email claiming USPTO requires verification and



instructing recipient to call an “Examining Officer.” The sender
domain (teasuspto.org) is not affiliated with USPTO (official
domain is uspto.gov). Reply-To uses a different unrelated domain.

Header review shows the message was sent via Zoho (sender4-
op-016.zoho.com, IP 136.143.188.16) and passed SPF/DKIM for
the spoofed domain, indicating the sender controls that domain
and configured it for email. Bulk mail system identified as “Axemail
Mail Engine.”

Assessment:
Likely phishing attempt using a lookalike domain to impersonate

USPTO and induce contact for potential fraud.

No interaction or data shared. Email and headers available for
review.

Other Information

If an email was used in this incident, please provide a copy of the
entire email including full email headers.

| have the header. Would like to have been able to have pasted it. |
also have a pdf of the email. And | still have the email too. It was
sent originally to llc@musclefitdynamic.com but that then goes to
my Microsoft 365 account to ceo@musclefitdynamic.com.

ChatGPT said (after examining the header and the email in pdf
form):

Bottom line

This is a purpose-built phishing domain, not a compromised real
USPTO system

It was intentionally created to impersonate USPTO

The sender is traceable to:

a domain account



a Zoho email account
...but not directly to a real identity without deeper investigation

Are there any other witnesses or persons affected by this incident?
Just me. I'm the whole company.

If you have reported this incident to other law enforcement or
government agencies, please provide the name, phone number,
email, date reported, report number, etc.

no.

Is this an update to a previously No
filed complaint?

Privacy & Signature:

The collection of information on this form is authorized by one or
more of the following statutes: 18 U.S.C. § 1028 (false documents
and identity theft); 1028A (aggravated identity theft); 18 U.S.C. §
1029 (credit card fraud); 18 U.S.C. § 1030 (computer fraud); 18
U.S.C. § 1343 (wire fraud); 18 U.S.C 2318B (counterfeit and illicit
labels); 18 U.S.C. § 2319 (violation of intellectual property rights);
28 U.S.C. § 533 (FBI authorized to investigate violations of federal
law for which it has primary investigative jurisdiction); and 28
U.S.C. § 534 (FBI authorized to collect and maintain identification,
criminal information, crime, and other records).

The collection of this information is relevant and necessary to
document and investigate complaints of Internet-related crime.
Submission of the information requested is voluntary; however,
your failure to supply requested information may impede or
preclude the investigation of your complaint by law enforcement
agencies.

The information collected is maintained in one or more of the
following Privacy Act Systems of Records: the FBI Central



Records System, Justice/FBI-002, notice of which was published
in the Federal Register at 63 Fed. Reg. 8671 (Feb. 20, 1998); the
FBI Data Warehouse System, DOJ/FBI-022, notice of which was
published in the Federal Register at 77 Fed. Reg. 40631 (July 10,
2012). Descriptions of these systems may also be found at
www.justice.gov/opcl/doj-systems-records#FBI. The information

collected may be disclosed in accordance with the routine uses
referenced in those notices or as otherwise permitted by law. For
example, in accordance with those routine uses, in certain
circumstances, the FBI may disclose information from your
complaint to appropriate criminal, civil, or regulatory law
enforcement authorities (whether federal, state, local, territorial,
tribal, foreign, or international). Information also may be disclosed
as a routine use to an organization or individual in both the public
or private sector if deemed necessary to elicit information or
cooperation from the recipient for use by the FBI in the
performance of an authorized activity. "An example would be
where the activities of an individual are disclosed to a member of
the public in order to elicit his/her assistance in [FBI's]
apprehension or detection efforts." 63 Fed. Reg. 8671, 8682
(February 20, 1998).

By typing my name below, | understand and agree that this form of
electronic signature has the same legal force and effect as a
manual signature. | affirm that the information | provided is true
and accurate to the best of my knowledge. | understand that
providing false information could make me subiject to fine,
imprisonment, or both. (Title 18, U.S.Code, Section 1001)

Digital Signature: Robert Norman



